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Objectives

• Why do we care about IT security?

• What are IT audits?

• What can we do?



Data Breach Statistics

https://breachlevelindex.com/

https://breachlevelindex.com/






Governments are Under Attack

The first half of 2015 has shown a 
shift in attack targets.  Health care 
and government overtook retail as 
the major sectors under attack with 
the number of compromised data 
records.

-- Gemalto,  2015 First Half Review



Source: The New York Times,  8/20/19





“Many of us think that sort of thing 
is just not going to happen to us. 
You may be one of the lucky ones, 
but it’s less and less likely that 
you’re going to be one of the lucky 
ones every day.”

-- Kevin Haley, Symantec







Cyber Attack Archive
Week of Aug. 12th

https://www.seculore.com/cyber-attack-archive

https://www.seculore.com/cyber-attack-archive






Cities in general approach cybersecurity 
like private companies do. But at the 
government level, you have fewer 
resources and also fewer skilled people, 
which makes things more difficult. You 
also have to deal with politics, and 
security is something invisible, 
particularly if people perceive that there 
aren’t that many attacks.

-- Linda Poon, CityLab



Purposes of Cyber Attacks



Tactics Used

Source: Verizon 2019 Data Breach Investigations Report
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Leading Sources of Attackers
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Public Sector Breaches in a Glance

• 330 public sector entities had confirmed data 
disclosures.

• Cyber-Espionage, miscellaneous errors, and 
privilege misuse represent 72% of public sector 
breaches.

• 75% of public sector breaches are from 
malicious outsiders.

Source: Verizon 2019 Data Breach Investigations Report



Types of Attack Vectors

• External/removable media

• Attrition

• Web

• Email

• Improper usage

• Loss or theft of equipment

• Other



Impacts of Security Incidents or
Data Breaches

• Public trust and confidence

• Reputation

• Financial consequences

• Legal liability



What are IT Audits?

IT Audit of IT

IT Audit in a 
Non-IT Audit

IT Audit as a 
Performance 
/ Compliance 

Audit



What are IT Audits?
IT audit is the process of collecting and 
evaluating evidence of the management of 
controls over an organization’s information 
system, practices, controls and operations.  
The evaluation of evidence obtained 
through the IT audit process determines if 
the information systems are safeguarding 
assets, maintaining data integrity, and 
operating effectively to achieve the 
organization’s goals and objectives. 

(Source: Protiviti, https://info.knowledgeleader.com/what-is-it-
audit)

https://info.knowledgeleader.com/what-is-it-audit


Conduct IT Audits Without
Nerd-Level Knowledge



Audits 

Employees’ 
Response to 

Phishing Email 
Put City 

Information 
Systems at Risk 
(March 2015)



Identifying Phishing Emails

The email has poor spelling or grammar.

The email requests personal information. Legitimate businesses will 
not ask users to send their personal information through email.

The email seems too good to be true or the content places any kind 
of urgency.

The email is sent with a generic greeting such as “Dear Customer” or 
“Dear Member.”

The email contains attached files. The majority of banks and retailers 
will not send attachments via email.



Audits 

Mobile 
Device 

Security 
Risks 

(November 
2016)



DO
Password protect your device
Activate screen lock
Encrypt the device
Keep operating system and 

apps up-to-date
Check app permission requests 

before downloading
Disable location services when 

not in use
Turn off Bluetooth when not in 

use
 Immediately report lost or 

stolen devices

DON’T
 Remove restrictions 

imposed by device’s 
operating system

 Download apps from 
untrusted third-party 
app stores and markets

 Leave your mobile 
device unattended in 
public

 Connect your device to 
unknown Wi-Fi networks 
or hotspots



Symantec Guides to
Scary Internet Stuff - Phishing

https://www.youtube.com/watch?v=v3JGY2L8NK4

https://www.youtube.com/watch?v=v3JGY2L8NK4
http://www.symantec.com/tv/news/details.jsp?vid=67063496001




Contacts

Joan Pu

joan.pu@kcmo.org

816-513-3310

Vivien Zhi

vivien.zhi@kcmo.org

816-513-3321

mailto:joan.pu@kcmo.org
mailto:vivien.zhi@kcmo.org

